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I. Introduction
Many websites allow users to reset their passwords when they’ve either forgotten them, entered them incorrectly a
number of times or when too many incorrect attempts at entering a password has locked their account. CYBER will now
include functionality that will allow a user who has difficulty logging in to reset their password without having to contact
their System Administrator or the Service Desk (provided that the user has a valid email address in their profile).
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II. Accessing CYBER
Users must first log-into CYBER with their UserID and Password. The log-in screen can be found via the PerformCare
website – www.performcarenj.org.
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III. Entering or Editing an Email Address
Users have the ability to edit or enter their email address into their CYBER profile at any time. Their profile can be
accessed using the System Functions button on the left-side of the Welcome Page.

Users will then click on the Manage Access button on the upper left-side of the screen.

Clicking the Manage Access button will bring up the user’s profile information.
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It is highly recommended that users enter their current email address into the appropriate field so that, if the user needs
to reset their password at any time, it can be done without contacting the System Administrator or the Service Desk. If a
valid email address is entered here, the system will send a temporary password to the email address, allowing the user
to then access CYBER and change their password.
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IV. Resetting a Password
When a user logs into CYBER, the system checks that the user ID is valid and active and the password entered matches
the password in the user’s profile. A number of issues can come up with logging in if the user enters incorrect
information or if ID that was entered is no longer active.
1. The user enters an ID that is not valid and/or is not active – Users will receive the following message under the
Login button – “Either the User ID and password combination entered did not match our records or the User ID
you have entered may no longer be active. Please check that you are entering both correctly. If you are still
having problems logging in, please contact your Security Administrator or the Service Desk at 1-877-736-9176.”

2. The user attempts to log-in three consecutive times unsuccessfully – Users will be brought to a white (blank)
screen after the third attempt and will receive the following message – “You have attempted to login too many
times. Please close your browser and try again. If you are still unable to login, please contact your Security
Administrator.”
3. The user attempts to login with an active User ID and incorrect password – Users will receive the same message
seen in example #1 above.
a. There will be a new “Reset Password” screen that will appear once the user has entered their password
incorrectly 3 times in a row to lock the account.
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Once the user clicks on the “OK” button, the system will validate that the information entered matches what is in the
user’s profile. If the combination matches the system, the user will be emailed a temporary, randomized password. That
password can be used on the CYBER log-in screen; once the user logs in successfully with the temporary password, they
will be asked to select a new password.
If the User ID and email combination entered does not match what is in the user’s profile, the user will receive the
following message – “The User ID and email address combination entered did not match our records. Please check that
you have entered both correctly. Your account will be locked after 5 unsuccessful attempts.” If the user is unsuccessful
at entering the correct information and locks their account, they will receive a message indicating that they need to
contact either their Security Administrator or the Service Desk for assistance.
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